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VSF SHALL NOT BE LIABLE FOR ANY AND ALL DAMAGES, DIRECT OR INDIRECT,
ARISING FROM OR RELATING TO ANY USE OF THE CONTENTS CONTAINED HEREIN,
INCLUDING WITHOUT LIMITATION ANY AND ALL INDIRECT, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES (INCLUDING DAMAGES FOR LOSS OF BUSINESS,
LOSS OF PROFITS, LITIGATION, OR THE LIKE), WHETHER BASED UPON BREACH OF
CONTRACT, BREACH OF WARRANTY, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY OR OTHERWISE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. THE FOREGOING NEGATION OF DAMAGES IS A FUNDAMENTAL
ELEMENT OF THE USE OF THE CONTENTS HEREOF, AND THESE CONTE WOULD
NOT BE PUBLISHED BY VSF WITHOUT SUCH LIMITATIONS.
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Executive Summary

Many solutions exist in the market for reliable streaming over the Internet. These solutions all

use the same types of techniques, but they are all proprietary and do not interoperate with each
other. This Technical Recommendation contains a protocol specification for reliable streaming
over the Internet, so end users can mix and match solutions from different vendors.

Recipients of this document are requested to submit notification of any relevant patent claims or
other intellectual property rights of which they may be aware that might be infri by any
implementation of the Recommendation set forth in this document, and to prad orting
documentation. ’

2020-03-24 4 VSF TR-06-2
[@) oo



Table of Contents

TADIE OF COMEENLS. ..c.eeevieeieiieeieeeeeeeeeeeeeeeeeee et eeeeeeeeree et et e e ee et eeeeeeet et et eree et et et eretereeerererererereeerereeeeeeeeaees 5
1 Introduction (INfOIMALIVE) .......ccccuiiiiiiieiiiie ettt e e e e ere e e ereeeeabeeeeneas 7
Lol COMNIIDULOTS .ot 7

1.2 About the Video Services FOrum.........ccccocuevieviniiiniininiiniieeeneeneeee S e 7
2 Conformance NOtation .........cccevceviereenierienienienieneeienieneeeeneenveenee AR Y oo 8
3 REfRreNCES ..cuveviiiiiiiicieciieieeeteeeeeeeeseneeeeee e SR N e 9
4 RIST Profiles (INformative).........cccccovveeecreeeccrieccieecveeeeee ..o SO A . 9
5  Stream Multiplexing and Tunneling Support.................. 480 SQE¥........
5.1  General Operation........cccceeeveereeecveeneeecreeneeernee. . QO A e oo, 10
5.2 Tunneling Modes ........ccoceevveeneeeveenceeeceene e L e 12
5.2.1  Full Datagram Mode...........cccevveeevienee. . NOA I .......oneieeniieiieenieeeeneeiee e ene 12
5.2.2 Reduced Overhead Mode ........ [0 ... . N o oveeeeeeereeeeeeet et 12
5.3 Processing of Tunnel Packets IVINGIENT. ..o 13
5.4  Tunnel-Level Multi-Path QU ... "SIY............oiiiie e 14
5.5  Tunnel Establishment gl . SR, ... dl.............coooiiiiiiiiiiieeeeeee e 14
5.5.1 Introduction (INERIMGEIVE) ... .. ......oooeieeeiie e eereeeereeereeeereeeereeeeaeeeeareeeeareeens 14
5.5.2 Keep-AlSPNEBES ANERR CUITTITIENTS ....c.veeeieeeiieriieeiieniieeteeseeenseesneeseessneenseessseenne 15
553  KeepaANBMEFEage FOMAL ... ..o 15
.................................................................................. 17
.................................................................... 18
................................................................................................ 20
5.5.0RREGIINCCE MESSAZE ...ccuveeieiienieeiieniiete ettt ettt ettt et sbe ettt esbeeneesaeenaes 20
5.5.7 rce and Destination IP Addresses in Tunneled RIST Packets..............c.c......... 21
5.5.8  Keep-Alive Message Fragmentation ............ccceeeeeeriienieeriienieenieenie e sne e 22
6 DTS SUPPOTTL.ccniiiiiiiiiitie ettt ettt e et e e st e e st e e sabteesabeeesabeesnnseeeanee 22
6.1  Session EstabliShment..........coceiiiiiiiiiiiiiiieiieee et 22
6.2  Supported DTLS Cipher SUIES .....cceeeiiieiieiiieieeiieeie ettt 23
6.3 Certificate CONTIGUIALION ......ccueieiieiiieeiieriie ettt ete et siee et e sre e bt esateebeessaeenseeseseenne 23

2020-03-24

5 VSF TR-06-2



6.4 TLS-SRP SUPPOTT ...eeeiiiiiiiiieiiieeee ettt ettt et e e e e snneeeaeeas 24
7  Pre-Shared Key Encryption SUPPOIT ........cooiiiiiiiiiiiiieiieeieeteete et 24
7.1  GRE Header with K Field Turned On ...........cccooiiiiiiiiiiiiinieiencceieceseee e 24
7.2 Sequence and NOMNCE ........cccuierieiiieiieetieete et eite et e te et e stteebeeseaeebeessaeesseessseenseennseenne 25
7.3 AES Encryption Key and SEqUENCES...........ccceeriieiierieeiiienieeieeeie et 26
7.4  On-The-Fly Passphrase Change
7.5  PSK Authentication Using EAPOL-TLS-SRP ........cccoooviiiniiiiiiiceee . A
8  NULL Packet Deletion and High Bitrate Operation ........................... 8- S ...."
8.1  NULL Packet Deletion (Informative)..........cccoeeveveeeecreeenen, B U YR
8.2  High Bitrate and/or High Latency Operation (Informativ¢g.....
8.3  RTP Header Extension to Support NULL Packet D
NUMDETS ...ttt &
8.4  NACK Packet Support for Extended Sequer D, TR 30
8.5  NULL Packet Deletion Example (Informativeiih . . S .........oovenvieiiniienieenienieneenens 31
8.6  Combining NULL Packet Deletion {umber Extension with SMPTE-
2022-1 FEC .ot YO e NP ettt 33
8.6.1  Sequence Number Ext PR SR 33
8.6.2  NULL Packet Delctan .M. ...... @ ....c..ooiiriiriieiiiieniieie ettt see e 33
9  Compatibility between nd Simple Profile Devices.........c.cccceevcvvennenee. 34
Appendix A Certificagda TEEIN CTEIPTIOTMNATIVE) ....o.uveeiieiiieiieciie et e seee e 35
A.1 Certificate PrOSERSINZEM. ... M. ... eeveemeeriieteeie ettt ettt ettt ettt ettt be et eate b enae e 35
A.2 Discussigft Cortig@ate Authorities (CA)......oooirieriiiiiiienieieeeeeeeeeee e 35
A.3 Remote ssing at the Local RIST DevVice .......ccccevvieviieniiiiiieiiieiiecieeee 36
A4 2M0Cs O NNERIEIFaNnd B1acklists........cocoviiiiiiiiiiiiicee e 36
A.5 CO@licate BAZNING REQUESTS ......eoiiriiiiiiiiiieieeetee ettt 36
A.6 Certife@iPand Key File FOrmMats .......coooviiiiiiiiiiiiieieeeeeeeee e 37
Appendix B PSK Key Generation Example (Informative) .........ccccoecerienenieniencnicnecnienne 39

Appendix C ~ Supporting Multiple Clients Using the Same Server UDP Port (Informative)....40

2020-03-24 6 VSF TR-06-2

[@)ev-no |



1 Introduction (Informative)

As broadcasters and other video users increasingly utilize unconditioned Internet circuits to
transport high-quality video, the demand grows for systems that can compensate for the packet
losses and delay variation that often affect these streams. A variety of solutions are currently
available on the market; however, incompatibilities exist between devices from different
suppliers.

The Reliable Internet Stream Transport (RIST) project was launched specificall

address the
lack of compatibility between devices, and to define a set of interoperability point ugh the
use of existing or new standards and recommendations. Q ‘

1.1 Contributors
The following individuals participated in the Video Services Fo Sy or oup that
developed this technical recommendation.
Merrick Ackermans (MVA Sergio Ammirata (DVE ul A (Media Transport
Broadcast Consulting) ions)
Uri Avni (Zixi) John Beer (QVidiu Ris¥Chhibber (Cisco)
Mike Coleman (AWS Eric Fankha pnald Fellman (QVidium)
Elemental)
Michael Firth (Nevion) Oded Gants (Zixi)
Nick Nicas (AT&T) Hermann Popp (Arri)
Steve Riedl (Turner) Manjinder Sandhu (Evertz)
Wes Simpson (Telecom
Product Consulting)

This technical rec pon VSF TR-06-1. The list of contributors to TR-06-1

that document.

rvices Forum

The Vi& Fofum, Inc. (www.videoservicesforum.org) is an international association
dedicated ansport technologies, interoperability, quality metrics and education. The
VSF is comp&@@¥ of service providers, users and manufacturers. The organization’s activities

include:

e providing forums to identify issues involving the development, engineering, installation,
testing and maintenance of audio and video services;

e exchanging non-proprietary information to promote the development of video transport
service technology and to foster resolution of issues common to the video services industry;

e identification of video services applications and educational services utilizing video
transport services;
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[@) oo



e promoting interoperability and encouraging technical standards for national and
international standards bodies.

The VSF is an association incorporated under the Not For Profit Corporation Law of the State of
New York. Membership is open to businesses, public sector organizations and individuals
worldwide. For more information on the Video Services Forum or this document,

please call +1 929-279-1995 or e-mail opsmgr@yvideoservicesforum.org.

2 Conformance Notation
Normative text is text that describes elements of the design that are indisp

editorially without affecting interoperability. Informative text
keywords.

The keywords "may"
the document.

tes a provision that is not defined at this time, shall not be used,
and may bedefi ure. The keyword “forbidden” indicates “reserved” and in addition
indi hsd@Y will never be defined in the future.

mentation according to this document is one that includes all mandatory
provisions and, if implemented, all recommended provisions ("should") as described. A
conformant implementation need not implement optional provisions ("may") and need not
implement them as described.

Unless otherwise specified, the order of precedence of the types of normative information in this
document shall be as follows: Normative prose shall be the authoritative definition; Tables shall
be next; followed by formal languages; then figures; and then any other language forms.
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3 References

VSF TR-06-1, Reliable Internet Stream Transport (RIST) Protocol Specification —
Simple Profile

IETF RFC 2784, Generic Routing Encapsulation (GRE)
IETF RFC 2890, Key and Sequence Number Extensions to GRE

IETF RFC 3550, RTP: A Transport Protocol for Real-Time Application

&ith

2

IETF RFC 3686, Using Advanced Encryption Standard (AES) Cqg
IPsec Encapsulating Security Payload (ESP)

IETF RFC 5054, Using the Secure Remote Password (S rotgeol
Authentication

IETF RFC 5216, The EAP-TLS Authentication P

IETF RFC 6347, Datagram Transport Layer 2

IETF RFC 7468, Textual Encodings CMS Structures
IETF RFC 8018, PKCS #5: Pa, ased @y p¥Ography Specification Version 2.1

IETF RFC 8086, GRE-in-

2022-2:2007, Unidirectional Transport of Constant Bit Rate MPEG-2

Tr reams on IP Networks

4 RIST Profiles (Informative)

RIST has multiple operational profiles, corresponding to increasing levels of complexity and
functionality. Higher profiles include all the features and functionality of the preceding profiles.
This document defines RIST Main Profile, which adds the following features to VSF TR-06-1
RIST Simple Profile:

e Stream multiplexing support
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e Tunneling support

e Encryption support using DTLS

e Pre-Shared Key encryption support

e NULL packet deletion (for bandwidth optimization)
e High bitrate/high latency operation

A profile roadmap is included in TR-06-1.

5 Stream Multiplexing and Tunneling Support

The objective of stream multiplexing and tunneling is to provide the abil e
communication between two RIST devices into a single UDP port, t i W can be

applied. Encryption is provided either by DTLS as described in s hcafSared Key,
as described in section 7. The use of tunneling also simplifies )
features provided are:

RIST devices compliant with this specification shall siggport all t ctions below:

e Combining the RTP and RTCP flows into a si
RIST Simple Profile.

t0 a2 manner compliant with

Optionally, RIST devices compliant wi i i n may support the functions below:

similar to a VPN, ty i control of remote devices (e.g., SNMP
management).

called the se
Operation shall follow RFC 8086, with the additions, changes and exceptions indicated below:

and the endpoint that initiates the tunnel connection is called the client.

e The roles of RIST sender and receiver are independent of the roles of server and client.
The device that starts the tunnel is known as the client. Once the tunnel is established,
streams may flow in either direction. Tunnel establishment is described in section 5.5.

e Streams running through the tunnel shall comply with VSF TR-06-1, RIST Simple
Profile.

2020-03-24 10 VSF TR-06-2
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e RIST devices may use arbitrary UDP port numbers for the tunnel. RFC 8086
recommends the use of port 4754 if the traffic is in the clear, or port 4755 if the traffic is
encrypted using DTLS, but RIST devices are not constrained by these choices.

e The server shall listen for GRE packets on a UDP port that has been pre-configured by
the user. The server receives packets from the client on this port. The client may use any
port number as its source port. The server shall direct packets to that source port number

on the client.
e RIST devices may use a tunnel to send multiple RTP/RTCP flows.
e RIST devices may allow the tunnel to be used for other types of traffic e&-band
1g%c, what
types of traffic are allowed in the RIST tunnel, or to completely eX R[S Mtraffic
from the tunnel.

control. If such a function is provided, it shall be possible for the

e RIST devices shall discard unsupported tunneled packets. i ’5.3 M@Ws the use of

though discarded, shall be deemed to be keeping t
e When transmitting, devices compliant with thj i ould set the C
(Checksum) field in the GRE header to zero t
Number) and K (Key) shall be used as :
o When using a pre-shared key escribed in section 7, the S field
shall be set to 1 and a valj shall be included in the packet. The
the S field is described in section 7.1.

o In all othgmsat, NGNS of the S field is optional.
e When receivi iant with this specification shall inspect the C, K and S
bits in or header size. Receiving devices may or may not actually
hecksum field. Devices not working in Pre-Shared Key mode

+—t—F—F—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F—F+—+
[0] 10]10] Reservedl | Ver | Protocol Type
+—t—F—F—F—F—F—F—F—F—F—F—F—Ft—F—F—F—F -ttt —F—F—F—F—F—F—F—F—F+—+

Figure 1: GRE header with no options

A GRE header with sequence number is depicted in Figure 2:
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+—t—t—Ft—t—t—F—t—t—F—t—F—F—t—F—F—t—F—t—t—F - —F—F -t —F—F -t —F—F+—+—F+—+
0] |10]1] Reservedl | Ver | Protocol Type

+—t—t—Ft—t—t—F—t—t—F—t—F—F—t—F—F—t—F—t—t—F -t —F—F -t —F—F -t —F -t —+—F+—+
| Sequence Number |
+—t—t—Ft—t—t—F—t—t—F—t—F—F—t—F—F—t—F—t—t—F -t —F—F -t —F—F -t —F -t —+—F+—+

Figure 2: GRE header with sequence number

The Reserved0 field shall be set to 0 (zero) by the sender and shall be ignored by the receiver.

5.2 Tunneling Modes
Two tunneling modes are specified in this document:

e Full Datagram Mode: This mode shall be supported in all implef
devices compliant with Main Profile shall support this

multiplexing. If the RIST device supports encapsulatj fic, this feature

co Services Forum to
value for the EtherType,

shall be used. Implementation of this mode wi
register an EtherType. This Specificati
which may change in the future. Sup

5.2.1 Full Datagram Mode

In this mode, a full IP packet shall
header. The Protocol Type ficldg
for IP.

¢ GRE payload, starting from the IP

he shall be set to 0x0800, the default EtherType

In this mode, the enc$ d §s assumed to be a UDP packet. Implementations shall use
the value of 0x8 rotocol Type field. The GRE payload shall start with the subset of
the UDP hea i Rioure 3, denoted as “Reduced UDP Header”. Fields shall be in

+—t—t—F—t—t—F—F—t—F—F—F—t—F—F—t—F—F—t—F—F—F—+—F—F+—+
DP Source Port | UDP Destination Port
t—t—F—t—t—F—F—F—t—F—F—t—F—F—F—F—F—F—t—F—F—t—F—F—F—+—+—+

Figure 3: Reduced UDP Header

The receiving RIST device shall make the following assumptions for an incoming Reduced

Overhead packet:
e The payload following the Reduced UDP Header represents the payload of a UDP
packet.
2020-03-24 12 VSF TR-06-2
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e The receiving tunnel end point shall assume that the packet is destined for it, and sourced
from the remote tunnel endpoint.

e The other IP header fields shall be assumed to be the same as the IP packet bearing the
GRE payload, if relevant.

e Because the checksum field is not present, receiving RIST devices shall assume that the
checksum of the encapsulated UDP packet is correct.

e The payload size of the encapsulated UDP packet shall be derived from the payload size
of the received GRE packet. More specifically, the payload size of the e sulated UDP
packet shall be assumed to be equal to the payload size of the received UDMg@acket minus

the GRE header size (4, 8 or 12 bytes) minus the Reduced UDP Hg 4 &s).
w oufte and

e The source and destination UDP ports for the encapsulated packets
destination UDP ports from the Reduced UDP Header.
5.3 Processing of Tunnel Packets at the Receivi
The RIST device receiving GRE encapsulated packets sh ss the lows:

e Reduced Overhead Mode:
o The receiving device shall assume that Jated packet is destined for it.
o The receiving device shall pro ayl®ad in the same way as if it had
received a UDP packet addre i e sender of the GRE packet, with
ied by the Reduced UDP Header.
e Full Datagram Mode: In thy device will extract a layer-3 IP packet
from the GRE tunnel. Thj own in this document as an “Extracted

destination UDP port in the Extracted Packet is for a socket/flow the

receiving device is currently configured to accept and process.

The destination IP address in the Extracted Packet matches an address the

receiving device is prepared to accept. This includes multicast addresses

that the receiving device has been configured to receive, as well as any

unicast [P addresses deemed acceptable by the receiving device.

o Receiving devices may discard Extracted Packets that do not match the above
rules.

o Receiving devices may choose to check the IP header checksum for the Extracted
Packet. If the Extracted Packet is a UDP packet, the receiving device may choose
to check the UDP checksum (if present).

2020-03-24 13 VSF TR-06-2
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o Ifareceiving device accepts Extracted Packets, the following rules shall apply:
* Processing shall be disabled by default and shall only enabled by explicit
user configuration.
» Forwarding of Extracted Packets into the local networks connected to the
receiving device shall be disabled by default and shall be enabled only by
explicit user configuration.

Since different EtherTypes are used for Reduced Overhead and for Full Datagram modes, it is
possible for a tunnel to contain both types of packets simultaneously. Such mixe ration shall

be permitted by this Specification, but this is optional.
5.4 Tunnel-Level Multi-Path Operation ‘

In some applications, the GRE packets can be sent over multiple p al or I8 hs to the

receiver. This mode of operation is used in the following scenag

e Bonding: the GRE packets are spread over multipl em into a higher

capacity link.

e Seamless switching: the GRE packets are rep
in the same fashion as SMPTE 2022-7.

er mulNgple paths for redundancy,

Senders using tunnel-level multi-path operati@lh should sef\@:1 in the GRE header and include
valid sequence numbers. Receivers sh use@iiic seq@@hce number to re-order the GRE
packets.

5.5 Tunnel Establishm

5.5.1 Introduction (
When using an RFC
for tunnel packets
server). The r

of the endpoints is the server (listens on some UDP port
int is the client (actively sends RFC 8086 packets to the
ft ient and server are independent of the roles of RIST sender and
receiver. This co ated when NAT traversal is required at either end.

In VS§ ple Profile, the receiver is the server and the sender is the client, as far
as streal e jon 1s concerned. If the same roles apply for the tunnel (i.e., the RIST receiver
is the tunnCRERL and the RIST sender is the tunnel client), operation is straightforward - the
RIST sender st#ts stream transmission at its convenience - the only difference is that the packets
come out encapsulated in RFC 8086.

However, if the RIST receiver is the tunnel client and the RIST sender is the tunnel server, there
is a startup problem because there is no negotiation in RFC 8086, and in RIST Simple Profile the
receiver does not send anything until it starts receiving from the sender. The same problem exists
when the device is a gateway and the RIST streams are not active or have not been configured.

2020-03-24 14 VSF TR-06-2
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The solution to this issue is to require the tunnel client to send some sort of tunnel-level keep-
alive message. This way, the RIST sender becomes aware that the tunnel is up, learns the IP
address of the client, and it can start sending at its convenience.

As far as this particular problem is concerned, an empty message is sufficient. However, adding
this message presents an opportunity to include additional desirable functionality in RIST. This
Specification defines a keep-alive message in sections 5.5.3 and 5.5.4, but allows the use of any
type of periodic GRE-encapsulated message, as long as the requirements of section 5.5.2 are met.

5.5.2 Keep-Alive Message Requirements

The following are the requirements for the keep-alive messages: ‘
The tunnel client shall start sending messages to the tunnel s ]
The tunnel server shall start sending messages to the tunn
the first message from it.

o Keep-alive messages shall be sent periodically. T

shall keep sending messages to the tunnel clien el server stops receiving
messages from the tunnel client, the t erve 1 stop sending messages to the
tunnel client after a timeout.

e [fan endpoint fails to receive ¢
60-second timeout, the end
release any resources assQgl ssion.

essage or traffic on a session after the
e session to be terminated and shall

-aliv

The requirements of apply to whatever periodic message is used for the keep-
alive function.

5.5.3 Keep ormat
age defined in this document, shall be encapsulated in a GRE

¥ JSON format, as defined in RFC 8259. The message is depicted in Figure 4,

including a miMmal GRE header. Fields shall be in network byte order, MSB first.

2020-03-24 15 VSF TR-06-2
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+—t—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F—F+—+
IC] |K|S| Reservedl | Ver | Protocol Type = 0x88B5 |
+—t—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F—F+—+
| |
| 48-bit MAC Address e e e e s El e e At He E S H e S
| [XIRIBIA|P|IE|L|N|D|T|V|J|] Rsvdl |
+—t—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F—F+—+
| Message Payload (JSON format)

+—t—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F—F+—+

Figure 4: Keep-Alive Message

2

The fields shall be set as follows:

e 48-bit MAC Address: this field should be set to one of t dre f the device
sending the packet. The MAC address is used for ide nd shall be
unique for all devices participating in a RIST Mai T devices
implemented in virtual machines shall take spegial care to\@sure the uniqueness of this
field.

e Capability Flags: these flags shall indicgte the bilities of the device
transmitting the message, as follows:

o X: More capabilities. If thys fl ates that there are more capabilities
included in the JSON rved for future use.

o R: Routing capabilit e device is willing to transmit and
receive non-RISJs et, the remote device shall not transmit non-
RIST traffic. 1ith R=0 shall discard all non-RIST packets
received | i
GRE d include a valid sequence number in that header.

set, d®ice supports Bonding (as specified in RIST Simple

et, device supports Adaptive Encoding

is set, device supports SMPTE-2022 FEC

ag is set, device supports seamless redundancy switch as per SMPTE-

-7 (already in RIST Simple Profile)

f this flag is set, device supports load sharing. This is reserved for future use.

: If this flag is set, device supports NULL packet deletion (described in section

8.3).

D: If this flag is set, this is a Disconnect message (described in section 5.5.5).

T: If this flag is set, this is a Reconnect message (described in section 5.5.6).

V: If this flag is set, device supports Reduced Overhead Mode (described in

section 5.2.2).

2020-03-24 16 VSF TR-06-2
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o J: If this flag is set, device is capable of sending, receiving and processing JSON

information (described in section 5.5.4).

e Rsvdl: these bits are reserved for future capabilities. Current implementations shall set

them to zero on transmission and ignore them on reception.

As indicated in section 5.5, this Specification allows devices to use any periodic GRE-
encapsulated packet as the keep-alive message. If a device receives periodic keep-alive
messages that do not comply with the format described in this section, it shall make the

following assumptions:

e The sending device is not capable of sending or receiving JSON i flag
in Figure 4 is assumed to be zero.

e The sending device will never issue Disconnect and Recon ons 5.5.5
and 5.5.6) and will ignore such messages from the othe

e The information that would otherwise be indicated b bility flags in

5.5.4 Keep-Alive Message Paylo
The keep-alive message payload sh.

Figure 4 is unknown. If both sides are manually co
capabilities, the use of the manually configur
absence of manual configuration, the endpoint
supported (i.e., the corresponding flag 4 ).
The MAC Address of the remote dev

me that the feature is not

at for extensibility. Receivers with JSON

support shall parse the messag y unsupported/unknown data. The JSON
snippet below is an exampl i ported data set:

"tunnelIP": "
"remoteIP":

N
: "2.3.5",

't "Yellow RIST Machine",
Name": "RIST AG, Inc."

}y

"features": null

The parameters of the JSON keep-alive message shall be defined as follows:
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e tunnellP: shall be used to communicate the local tunnel IP address to the remote
endpoint. It may be either an IPv4 or IPv6 address. The tunnel client may also use the
values allocateIPv4 or allocateIPv6 to ask the server to allocate a local tunnel IP address
for its use. In this case, the server may use the supplied MAC address to ensure that a
given client gets the same tunnel IP address every time it connects.

o excludedIP: this optional parameter is a list of IP address ranges that the client is not
willing to accept. It shall only be used in client-to-server messages.

o remotelP: If the client has requested the server to allocate an IP address far its use, this
field shall contain the allocated address. If it is present in the client-to-se essage, it

parameter is included, the following shall be implemente
- If the parameter is set to false, the device shall not -RIST traffic;
the R flag in the capabilities header shall be ignor
- If the parameter is set to true, then if and only if the R
device will allow routing of non-RIST traffic.
This parameter shall be used to turn off the rou
server cannot agree on the client’s IP S.
e pskRotation: If the tunnel is operatiri@in Pre- Key (PSK) mode, as described in
section 7, the sender may adve i otagi@ih period, expressed in seconds, using
this optional field.
e vendor: these optional sifile i ation about the device itself:
o version: soft
o product: b yrary vendor-defined format).

is alsd set to 1, then the

IST traffic if the client and

"tunnellIP #llocateIPv4",
"vendor":
"implementation": {
"version": "2.3.5",
"product": "Yellow RIST Machine",
"vendorName": "RIST AG, Inc."
b
"features": null
}
}
2020-03-24 18 VSF TR-06-2
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Upon receiving this message, the server will respond as follows:

{

"tunnelIP": "10.0.0.2", <thisis the server’s local IP address
"remoteIP": "10.0.0.3", <thisis the IP address the server has assigned to the client
"vendor": {
"implementation": {
"version": "2.3.5",
"product": "Yellow RIST Machine",
"vendorName": "RIST AG, Inc."
by
"features": null

2

ing the server
se, the server’s

In the above exchange, if the client wanted to declare its IP S 1 do
to allocate one, it would use this IP address instead of all .In
response would not include the remotelP entry.

It is possible that the client and server cannot agree on ¥ addresses. This will happen in
the following situations:

1. Both server and client want to u es, and the selected values are not
acceptable to one of the side

JSON message with : 1se, and from that point on the GRE tunnel described in
this specification nly fOY stream multiplexing. In other words, the "routing"
JSON parame ble non-RIST traffic between endpoints that are otherwise willing

to support it b IP address assignment.

e client sends the initial keep-alive message(s) with its desired IP address.

e If the server finds the address unacceptable, it will send its keep-alive message
with "routing": false and its own IP address.

e The server may find the IP address of the client acceptable, but the client may
decide that the IP address of the server is unacceptable. From that point on, it
must send "routing": false in its keep-alive messages.

2. Server-allocated addresses:
e The client sends the initial keep-alive message with an excludedIP range.

2020-03-24 19 VSF TR-06-2
[@) oo



e The server is unable to allocate an address that satisfies the client’s request. It will
then send an IP address that may violate the request, and will qualify that with
"routing": false.

Note that routing operation does not require JSON support or even IP address negotiation.
Endpoints may be manually configured with consistent IP addresses (and routing tables if
appropriate). In such cases, it is legal to have R=1 without JSON support (J=0).

5.5.5 Disconnect Message
Use of the Disconnect Message is optional but recommended.

Note: Implementers are cautioned that receivers may not make use of thi

Section 5.5.2 indicates that the tunnel will disconnect on keep-ali The keep-
alive message header contains a D bit that may be used to ex connect. Either
the client or the server may initiate a disconnect by sendi ge with D=1. As a

acknowledgement. In any case, upon receipt of a ke ith D=1, the device
receiving the message shall terminate the tunnel and sh! ing messages if the device
processes the Disconnect Message. The devi e disconnection shall terminate its
side of the tunnel and shall stop sending it receives a keep-alive message
with D=1.

All Main Profile RIST devices s entgsupport for receiving and processing keep-alive
messages with D=1 as descri 1 i client device receiving a disconnect message
should wait 5 seconds befor ect again to the same server.

A RIST device that i e the connection may explicitly use the Disconnect
Message or it ma itting and let the connection terminate by timeout.

5.5.6 Reco

The keep er includes the T bit to restart the IP Address negotiation described
n sec nitiated either from the server or from the client. If it is initiated from

its tunnel IP address. In a situation where the server is allocating IP addresses
and reconnecti8n is initiated by the client, it is recommended that the server should allocate a
different IP address to the client.

The behavior of devices with respect to the Reconnect Message shall be as follows:

e The device requesting reconnection shall start sending keep-alive messages with T=1
e The remote device, upon receiving T=1, shall restart the IP address negotiation, and shall
send its next message with T=1.
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o If'the client started the reconnection, the server shall treat the received message in
the same fashion as an initial connection request.
o Ifthe server started the reconnection, the client shall consider the connection
closed and start it again, transmitting the initial keep-alive message with T=1.
e The originating device shall respond with T=0, terminating the negotiation.
e Upon receiving a message with T=0, the remote device shall also set T=0 on its
messages.

5.5.7 Source and Destination IP Addresses in Tunneled RIST Packets
This section specifies the rules for selecting and processing the source and g
addresses for the GRE-encapsulated IP packets in Full Datagram mode. §
be considered:

e Case 1: the endpoints have consistent and agreed upon his can be
achieved either by JSON negotiation with keep-aliv nual static
configuration. In both cases, each endpoint knows ss of the other

endpoint.
e Case 2: the endpoints have not completed IP a! otiation, either because they
tried and failed, or because they do no oint has a tunnel IP address,

For Case 1, there are no restrictions g tion addresses. Since the networks are

consistent, users are free to configu es they may see fit.

For Case 2, since the tunnel r not known or not consistent, the following

rules shall be followed:

e transmitted RIST RTP packets shall be multicast.
e The RIS Q@1 lc rules for multicast shall apply. (They are repeated here for the
der, however implementers are encouraged to read the latest

finsmitted to UDP port P+1, where P is the destination UDP port of the

corresponding RTP flow.

e The source IP address of the packets should be set to the transmitting endpoint’s tunnel
address.

e When differentiating between streams, a receiver shall use both the multicast destination
address and the UDP port. In other words, receivers shall be required to support
situations where multiple streams use the same UDP destination port and different
multicast destination addresses.
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Note: Implementers may use simplified configuration interfaces for ease of use. For example, a
device that combines the tunnel with the RIST Simple Profile sender (e.g., a multi-channel
encoder) may only expose a list of UDP ports, one per stream, and use a pre-selected default
multicast for the tunnel, and a pre-selected tunnel IP address. Conversely, a combined
tunnel/RIST Simple Profile receiver (e.g., a multi-channel decoder) may automatically detect the
multicast and port. In cases where such pre-selected defaults are used, the device’s user interface
shall provide some indication of what values are being used for ease of interoperation.

ally the
0 d the

erscath

Main Profile tunnel gateways (i.e., devices that only implement the tunnel and o
encryption functions and forward the RIST traffic to external RIST devices
multicast unchanged, but should remap the source IP address to avoid is
Forwarding.

Devices that do not use the keep-alive message defined in this 11 faNg@#fito Case 1 if
they have static configurations on both endpoints or into Ca

5.5.8 Keep-Alive Message Fragmentation

packet shall be placed into a single MTU. If
JSON message that does not fit into a single

keep-alive message needs to send a
message shall be broken into

6 DTLS Support
RIST senders and receivers sion 1.2 to secure their communication and
authenticate the endpoj vice ering DTLS support shall implement the DTLS
protocol according tORglK meng@ions of this section. Implementations shall follow RFC
6347 with the a na ictions described in this document.

RIST devices LS sh® implement tunneling as described earlier in this document.

6.1 & ment
DTLS sé be established as follows:

all be one single DTLS session carrying the RFC 8086 tunnel packets described
earlier in this document.

e Once negotiation is complete, the RIST sender shall use RIST Simple Profile as per
VSF TR-06-1 over the RFC 8086 tunnel, as described in Section 5.

Note: The roles of DTLS Server and Client are independent of the roles of RIST Sender and
Receiver

Once the session is established, the final tunneled and encrypted packet size should not exceed
the path MTU.

2020-03-24 22 VSF TR-06-2
[@) oo



Note: For RIST Simple Profile flows using transport streams over Ethernet, this is guaranteed
because there are seven transport packets per RTP packet, which will leave enough space for the
additional tunnel headers.

6.2 Supported DTLS Cipher Suites
The following cipher suites shall be supported by all RIST devices implementing DTLS:

TLS ECDHE RSA WITH AES 128 GCM_SHA256
TLS ECDHE ECDSA WITH AES 256 GCM_SHA384
TLS ECDHE RSA WITH AES 256 GCM SHA384
TLS RSA WITH NULL SHA256

TLS ECDHE ECDSA WITH AES 128 GCM _SHA256 \

2

RIST devices shall provide a means for the user to disable indivj i sui match their
local policies.

Note: It is understood that disabling individual ciphers may pre two T devices from

establishing communication, if there is no common cg enabled.
RIST devices may include other cipher suites ified their implementations.

6.3 Certificate Configuration

e The DTLS server should be
certificate authority, or a

rtificate file — either issued by a
ere is no limitation to the certificate type, as

ind server should use a certified list of CAs. This file may be taken
from the following link:

https:@¥mozilla.org/releases/mozilla-
beta/file/tip/security/nss/lib/ckfw/builtins/certdata.txt

If offered, the use of a certified list of CAs shall be a user-configurable option.

o When using self-signed certificates, it is up to the two end points to arrange exchange of
the custom proprietary CA used to create such certificates.
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6.4 TLS-SRP Support

The TLS-SRP protocol, as described in RFC 5054, is used to securely provide
username/password authentication between devices, as an alternative to using certificates. RIST
devices may implement TLS-SRP as an authentication method. If they do so, the implementation
shall follow RFC 5054, with the following modifications and restrictions:

e RIST devices implementing TLS-SRP shall support the following cipher suites:
o TLS SRP SHA WITH AES 128 CBC SHA

o TLS SRP SHA WITH AES 256 CBC SHA
e RIST devices implementing TLS-SRP may additionally support any of the r cipher

suites listed in RFC 5054 section 2.7. 1’5

e RIST servers implementing TLS-SRP shall be configured with a 8
certificate file may be self-signed. RIST clients with TLS-S
the certificate expiration date without compromising secugg

e In order to make TLS-SRP more secure, RIST servers

policies:
o For a given server, user names should be u
o Servers should limit the rate of authentjgati from a particular IP

address in order to reduce the risk of b
o Servers should have reasonable passwo
risk of brute-force password a

olicies in order to reduce the

7 Pre-Shared Key Encryptj
RIST senders and receivers may use ed Key Encryption to secure their communication
cryption, the devices shall implement the

is section. The GRE header structures described
in section 5.1 of this dg % formation used to generate and rotate keys and
keys and IV, RIST devices shall encrypt/decrypt the GRE
TR. The PSK mechanism described below may be used in either

rhead modes as specified in section 5.2 of this document. The

° GRE header, as pictured in section 5.1 of this document with the optional
. Fields are in network byte order, MSB first.

Figure 5 sho¥
field K included
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Fot—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—+—+
[0] |1]1] Reservedl | Ver | Protocol Type

Fot—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—+—+
[ Key/Nonce |
Fot—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—+—+
| Sequence Number |
Fot—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—+—+

Figure 5: GRE header with Key/Nonce

7.2 Sequence and Nonce

e When transmitting, devices compliant with this specification
random, non-zero nonce. When a non-zero key is detecte
enabled.

e The entire payload of the GRE packet, not includin
between all the endpoints of the tunnel using an AES ke
a pre-shared passphrase.

e When the sender enables the PSK option by se
the S (sequence number). The 128-bit4 ] V) for the encryption
operation shall be derived by paddin 1d with 12 bytes of zeros. Bytes 0
through 11 of the IV shall be scid@ze through 15 shall be set to the value
of the S field, with byte 12 b th S field. This process is illustrated in
Figure 6.

all be encrypted
m the Key field plus

n-zero K field, it shall also set

Bt e T e e e L EE R L B e
101 |1]1| ReservedO | Ver | Protocol Type |

.................................
---------------------------------

v

4

IV Byte 15

IV Byte 0

Figure 6: IV Generation

e A new nonce shall be generated by the sender at least every time the sequence
counter/number of the GRE packet wraps to zero. This ensures that the same IV + Key
combination is never reused. The sender may rotate the key more often than that.

e The receiver shall inspect the Nonce field for every received packet, and shall re-generate
the key any time it changes.

2020-03-24 25 VSF TR-06-2
[@) oo



7.3 AES Encryption Key and Sequences

e AES Encryption Key and Sequences shall be used. The payload shall be encrypted and
decrypted using the Advanced Encryption Standard (AES) and Counter mode (CTR) as
described in RFC 3686 section 2.1, using a 128/256-bit key derived through PBKDF2 as
described in RFC 8018 section 5.2 and Appendix B.1.

e Asper RFC 8018, a password is considered to be an octet string of arbitrary length whose
interpretation as a text string is unspecified. In the interest of interoperability, however, it
is recommended that applications follow some common text encoding rulgs. ASCII and
UTF-8 are two possibilities. Note that octet strings are not required to hav 1
terminators. If such terminators are desired, implementations shal mQude
them by mutual agreement. %

e The PBKDEF?2 function shall default to SHA-256 as the hashj 1,024
iterations.

e PSK implementations may offer other hashing algori 8, and other
values of the number of iterations. If such options 1 be enabled by

explicit out-of-band configuration for all partig . at the SHA-1 hashing
function is insecure and should be avoided.
e The key and IV used for both encryptio

this document. The PBKDF2 functio once, transmitted by the sender in
the GRE Key field, as salt to gengrat A numerical example is provided
in Appendix B.

Note: The resulting generated k 32 packets. It is therefore safe to use the
g8 p

full 32-bit GRE sequence num operations on single packets. Since the AES

Note: This algori vide origin authentication. Therefore, it is susceptible to
replay and data i s. HoWever, this risk is mitigated because duplicate and out of
order packets perly by the GRE receiver and/or by the RIST protocol, without

receivers. This section describes an optional mechanism to change the passphrase on-the-fly with
no service interruption for the receivers which remain authorized. The process is as follows:

e A new passphrase is distributed through out-of-band means to the receivers that are to
remain authorized.
e This passphrase is loaded in all the relevant receivers, but remains inactive.
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e Once all the relevant receivers are configured with the new passphrase, the sender
switches to a key generated by this new passphrase. This change is signaled in the GRE
packets.

If On-The-Fly Passphrase Change capability is implemented, the GRE header shall contain one
bit, denoted by B, which identifies the passphrase to be used. The passphrase selected by B=0
shall be denoted as the “even passphrase”, and the passphrase selected by B=1 shall be denoted
as the “odd passphrase”. Bit B shall be the MSB of the Nonce field, as indicated in Figure 7.

+—t—F—F—F—F—F—F—F—F -ttt -ttt -ttt —F—F—F—F—F—F—F—F =+ =+
0] |1]1] Reservedl | Ver | Protocol Typg
+—t—t—t—t—t—F—t—t—F -ttt —F—F—t—F—F—t—F—Ft—+—F+—+—+

-+

IB| Key/Nonce
T
| Sequence Number

R

Operation shall be as follows:

e All receivers shall use the full 32-bit
e Receivers implementing support

field e Nonce value for key generation.

ases shall initialize both
passphrases to the same value C atibility with senders that do not

to the same value, a
Passphrase chang

r switches to the new passphrase by manual user intervention or other

pf-band means. At this time, the sender shall generate a new Nonce with the

verted value of B. In the example above, the new Nonce will be set to B=0.

The Nonce change will trigger a key recalculation at the receivers. Receivers

supporting odd/even passphrases shall use the new passphrase.

o From that point on, if the sender decides to rotate the key, the new Nonce values
shall have the same value of B.

o This process can be repeated at a later point in time if a new passphrase change is
required.
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7.5 PSK Authentication Using EAPOL-TLS-SRP

The TLS-SRP protocol, as described in RFC 5054, may be used to securely provide
username/password authentication between devices when using PSK. The details of the TLS-
SRP implementation described in section 6.4. Implementation of this mechanism is optional.

Devices implementing TLS-SRP for authentication of PSK clients shall use the EAP-TLS
protocol, as described in RFC 5216, to implement a TLS handshake channel.

The EAP packets shall be encapsulated into GRE with Ethernet type 0x888E foll@ing the
EAPoL specification, as defined in 802.1X-2010 section 11.

At the end of a successful handshake and authentication exchange, the dé
TLS-SRP shall not be used for any PSK related processing. The en
generated as described in section 7.3.

» Vin by
c

Once the peer has been authenticated, its source I[P address shall be cached

as authorized and its data be processed normally until the s€sio

The EAP handshake data packets transmitted over th
PSK encryption.

not be encrypted with

8 NULL Packet Deletion an ch\@ilrat@peration
This section describes an optional e ex to support NULL Packet Deletion and
High Bitrate operation.

8.1 NULL Packet Dele
One of the most com
MPEG Transport Str

information. Hg
be discarded.

ST is to transmit MPEG Transport Streams. Typical
5% NULL packets. These packets convey no

er, S ackets are included for stream timing purposes and cannot simply

The bag L packets can be saved by transmitting some sort of marker instead
1 , the receiving device can re-insert the NULL packets in the same

position, g the stream timing intact.

RIST achievesthis function by using a bit field on an extension header to indicate the location of
the NULL packets. A typical RTP packet will have up to seven transport packets. If, for
example, three of these seven packets are NULL packets in positions 1, 2 and 6 in the payload,
the RIST sender will transmit a shorter RTP packet with just four transport packets, and a
bitmask with the value 1100010, indicating where NULL packets will need to be inserted in this
group of transport packets. The receiver will infer that the original RTP payload had seven
transport packets (since it received four transport packets plus three flags for the deleted NULL
packets), and the locations of the NULL packets themselves.
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8.2 High Bitrate and/or High Latency Operation (Informative)

The RTP sequence number is only 16 bits, which means it wraps around every 65,536 packets. If
the RIST link is carrying a 100 Mb/s transport stream, with the usual seven transport packets per
RTP payload, the RTP sequence number will wrap around every 6.9 seconds. When using ARQ
and allowing for the recommended 7 retries, this means that the maximum supportable round-trip
delay is around one second. This is a significant limitation, which gets even worse as the bit rates
go up. Therefore, the sequence number must be extended to support this operation, ideally to 32
bits. The method for extending the sequence number is described in section 8.3 glow.

8.3 RTP Header Extension to Support NULL Packet Deletio

Sequence Numbers
Both NULL Packet Deletion and RTP Sequence Number Extension hed using
an RTP Header Extension, as per RFC 3550 section 5.3.1. For co i ic RFC
3550 RTP Header Extension is show in Figure 8 below.

fot—F—t—t—F—t—t—F—F—t—F—F—t—F—F—F—F—+—+— —+—+—+—+—+
| defined by profile |
fot =ttt —F—F—t—F—F—t—F—F—t—F—F—t—F— —t—F—t—F—F+—+—+
| header
|

Figure 8: Generic R4 jolf (from RFC 3550)

The RTP Header Extension fg ¥ shall be implemented as shown in Figure 9.

Fot—t—t—t—ft—t—t—t—ft—F—t—t—Ft—F—+—+
| Length=1 |
Fot—t—t—t—ft—t—t—t—Ft—F—t—t—Ft—F—+—+
|
+

—t -ttt —t—f—

NPD bits Sequence Number Extension

—t ettt — b — b=t — =+

¢ 9: RTP Header Extension for RIST Main Profile

The bits 1 Header Extension for RIST Main Profile shall be implemented as detailed

e Header Extension Identifier: This is the 16-bit field denoted by “defined by profile” in
Figure 8. For RIST Main Profile, this field shall have the value 0x5249, corresponding to

the ASCII codes for “RI”.
e Length: as required by RFC 3550, this is the length of the header extension in 32-bit
words, excluding the four-octet extension header. For RIST Main Profile, Length shall

always be set to 1.
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e N: Shall be set to 1 if Null Packet Deletion is in use. If N=1, the following bits are valid:

o Size: This is an optional 3-bit field that indicates how many transport packets
were in the original RTP packet. If used, senders shall set this field to the number
of Transport Packets in the original RTP packet. Senders shall set this field to
000 to indicate that the payload size is to be derived from the NPD bits and the
size of the received payload.

o T: Transport packet size flag. Senders shall set this field to 0 to indicate 188-byte
packets, or shall set this field to 1 to indicate 204-byte packets.

o NPD bits: Each bit, when set, indicates that a NULL packet has be

moved

Zero.
If the N bit is set to 0, the content of the Size, T, and d and shall be
ignored by the receiver.

e E: Setto 1 if Sequence Number Extension is i use. If e following field is valid:

o Sequence Number Extension: this is it RTP s&gence number extension,
in network byte order (big-endian). A 3 e number is created by using
the 16-bit RTP sequence num nd this field as the MSB.

If the E bit is set to 0, the content of mber Extension ficld is undefined
and shall be ignored by the rec

A sender that only implements ct del@on may omit the RTP extension header for
RTP payloads not containin ck ore specifically, a header where E=0, N=1, and
NPD=0 may be omitted.

8.4 NACK Packe xtended Sequence Numbers

The NACK pac n section 5.3 of VSF TR-06-1, RIST Simple Profile, use 16-bit
sequence nu n to NACK packets is defined in this section to support
Extended

This d8 new RTCP packet. This new packet, denoted as EXTSEQ, conveys the
sequence number for the following NACK packet.

When EXTSEQ@ packets are in use, the RTCP compound packet stack shall be as follows: RR,
CNAME, EXTSEQ and NACK. The full 32-bit sequence number for each entry in the NACK
packet shall be built by pre-pending the 16 bits carried in the EXTSEQ packet with the 16-bit
sequence number in the NACK packet. For Bitmask-based retransmission requests, the 16-bit
sequence number in the NACK packet is carried in the Packet ID (PID) field of the FCI. For
Range-based retransmission requests, the 16-bit sequence number in the NACK packet is carried
in the Missing Packet Sequence Start field.
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If the RIST receiver needs to send NACKSs for packet blocks (ranges or bitmasks) that have
different high-order extension values, these requests need to be separated with a new EXTSEQ
packet. The compound RTCP packet will then become RR, CNAME, EXTSEQ, NACK,
EXTSEQ, NACK. The RIST receiver may also break this message into two RTCP compound
packets, one for each value of EXTSEQ.

The EXTSEQ RTCP packet shall be implemented as an Application-Defined packet, using
“RIST” as the name and a subtype of “1”, as indicated in Figure 10. Fields are in network byte

order, MSB first.

et e et Rt A e s T
|V=210|Subtype=1| PT=APP=204 |
tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+—+—+—+—+
| SSRC of media source

tt—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+—+—+—+—+
| 0x52 (R) \ 0x49 (I) l
tot—t—t—t—t—t—t—t—t -
| Sequence Number Extension |
tot—t—t—t—t—t—t—t—t—t 4 - —+—+—+—t—+—+—+—+

Figure 10: RIST
Where:

SSRC of media source: 32 b
i entifier of the media source that this feedback
request is rela i VSF TR-06-01, the LSB of the SSRC is used
i packets and retransmitted packets. The RIST

in the request packet.

nsion:¥16 bits
NACK starting sequence numbers that follow this RTCP packet,
rder (big endian).

than seven packets. The actual number of transport packets in the RTP payload can be
determined by ddding the number of packets actually received in the payload to the number of
bits set in the NPD field. The suggested processing of the NPD field is as follows:

e Process the NPD field from MSB to LSB
e For each bit in the NPD field:

o Ifthe bitis 1, output a NULL packet

o If'the bit is 0, output the next transport packet from the payload
e Stop when either one of the following conditions are true:
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o All the seven bits in the NPD field have been processed
or

o The current bit in the NPD field is 0 but there are no more transport packets in the
payload

Note that it is possible to construct packets that have an invalid combination of NPD bits and
payload packets. Such invalid packets can be classified into two types:

packets is more than seven (i.e., too many packets).
or

1. Packets whereby the sum of the NPD bits set to one plus the received paﬁnsport

2. Packets whereby there is at least one NPD bit set to one, and t A D?ro
bits in more significant positions than the lowest significan is more
than the number of received payload packets (i.e., not e cxample, if
the lowest significant NPD bit set to one is bit 4, this umber of NPD

bits set to zero in bit positions 5 and higher.

The receiver behavior in such error situations is left t
cases, receivers should give priority to transmitting the ad transport packets. The
receiver may use the Size field in the header j d as ditional indicator. If there is a
mismatch between the Size field and the pay{@&d size ed from the NPD bits plus the
number of received transport packets, j endg@lito use the latter.

It is also possible to have a mismatch thg T bit (which selects 188/204 packet size) and

The following is an cx@fpl< W@ssing a set of variable-size RTP payloads. Assume that the
following set of p

o h 3 TS packets where packets 1 and 3 are NULLs.
o with 5 TS packets where all the packets are NULLSs.
o gram with 4 TS packets where packets 3 and 4 are NULLs.

Using NULL et Deletion, the corresponding RTP packets are:

e An RTP datagram with NPD=1100001 and 4 TS packets in the payload

e An RTP datagram with NPD=1010000 and 1 TS packet in the payload

e An RTP datagram with NPD=1111100 and no (zero) TS packets in the payload
e An RTP datagram with NPD=0011000 and 2 TS packets in the payload

The receiving device processes these RTP datagrams as follows:

2020-03-24 32 VSF TR-06-2
@) ov-no



e NPD=1100001 shows 3 NULL packets, and there are 4 packets in the payload. Therefore,
this will be a 7-TS datagram. The locations of the NULLSs are positions 1, 2 and 7.

e NPD=1010000 shows 2 NULL packets, and there is one packet in the payload. Therefore,
this will be a 3-TS datagram. Based on this determination, only the first 3 bits of the NPD
are processed, and the resulting RTP datagram will contain 3 TS packets with NULLs in
positions 1 and 3, and the payload packet in position 2.

e NPD=1111100 shows 5 NULL packets, and there are none in the payload. Therefore, this
will be a 5-TS datagram. Based on this, the resulting RTP datagram will have 5 NULL
packets.

e NPD=0011000 shows 2 NULL packets, and there are two more in the pay
Therefore, this will be a 4-TS datagram. NPD indicates that the tw

ets are

transmitted first, followed by two NULL packets. ‘
8.6 Combining NULL Packet Deletion and Sequence n with
SMPTE-2022-1 FEC
The extensions described in this section may be combined EC, as

described below. In all cases, the RTP stream containing t shall ansmitted
unmodified in accordance with the previous sections is docu

Note: The use of an extension header is not cq jble -2022-2 operation.

8.6.1 Sequence Number Extension
If Sequence Number Extension is in ¢ oMl bits field in the FEC header described
in section 8.4 of SMPTE-2022-1 sh r 8 bits of the Sequence Number

——t b=ttt =ttt =ttt —F—F—+
| Length Recovery |
=t —t—t—t - F—F—F—F—F—t—t—t—F—F—+—t+—+—+—+—+—+
|E| PT rec Mask
-ttt —F—Ft—t—F—t—t—F—t—F—F—t—F—F—t—F—+—+—F+—+
TS recovery |
—t—t—t—t—t—F—t—t—F -ttt —F—F—t—F—F—t—F—+—+—+
Offset | NA | SNBase ext bits|
-ttt —F—t—t—F—t—t—F—F—F—F—t—F—F—t—F—Ft—+—F+—+—+

Figure 11: FEC Header (from SMPTE-2022-1)

8.6.2 NUL et Deletion
If NULL Packet Deletion is in use, the order of operations at the sender shall be as follows:

e The data_bytes (content) of any NULL packets in the payload shall be replaced by OxFF
for the purposes of FEC computation.

e The continuity_counter, transport_error_indicator and transport_priority fields of
any NULL packets in the payload shall be replaced by zero for the purposes of FEC
computation.
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e FEC packets shall be computed before NULL Packet Deletion, using the modified NULL
packets as above.

e The FEC XOR operation shall only include the payload, and shall not include the
extension header described in this document.

e NULL Packet Deletion shall be performed after the FEC computation and before the
packets are transmitted.

At the receiving side, NULL packets shall be re-inserted back into the RTP paylogd, with
data_bytes (content) set to OXxFF, continuity_counter, transport_error_indica nd
transport_priority set to zero, before the FEC computation happens.

2

9 Compatibility between RIST Main Profile and §§ evices
RIST Main Profile adds a number of features to Simple Profile i

in Simple Profile mode.

In RIST Simple Profile, the sender is always the client is always the server.
Stream transmission is always initiated by the s is a RIST Main Profile
device, the selection between RIST Main Pr Simple Profile shall be manually

configured.

Note: For a RIST Main Profile recei
situations can happen:

rver, the following profile mismatch

e Case 1: the receiver mple Profile (and thus listening on ports P and

P+1) and receiv p-alive message (or a DTLS connection) on either P

configured for Main Profile (and thus listening on a single port P)
or RTCP packets on that port.

Profile'Wackets, so it could automatically go into Main Profile mode and complete the
negotiation.

e For Case 2, the receiver can try to operate in Simple Profile mode. This might or might
not be possible depending on the configuration of the firewalls upstream of the receiver.
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Appendix A Certificate Management (Informative)

This Appendix describes a number of options for managing client and server certificates for
devices using RIST Main Profile with DTLS encryption.

A.1 Certificate Processing

DTLS includes the option of supporting both server and client certificates for authentication.
Processing of a certificate includes the following operations on the device that is checking the
certificate:

e Has the remote site presented a certificate?

e Ifa certificate is presented, is this certificate signed by a Certific ( ‘or
CA chain that is trusted by the device checking it?

e Ifthe certificate is signed by a CA trusted by the device, i wed to
connect to the device checking the certificate?

The processing of certificates is independent of which devj hich device is
the client. Each device will do its own processing and decide, int ndenMy, whether it is
willing to continue with the connection.

The final responsibility for defining certificat i ciowrests with the end-user of the

RIST system. Implementers are encouraged @ provide a ch flexibility as possible, in order

trusted CAs available on tho@ that need to guarantee their identity, such as
those from banks, use ccai

e If the device operates as a server, provide the option for it to become its own CA and sign
all the certificates, as it is typically done with VPN servers.

e Provide the option for the user to employ an external CA independent of the device. More
specifically, the user should be able to configure the device to use an arbitrary CA.

In the remainder of this section, it is assumed that one of the previous options for CA selection is
in use, and, during the certificate exchange, the CA is deemed acceptable by the device checking
the certificate.
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A.3 Remote Certificate Processing at the Local RIST Device
Implementers are encouraged to provide the following options to end-users regarding the
decision to accept or reject certificates in RIST devices:

e Accept all certificates, regardless of CA (for testing). If the device is a server, this means
that any device can connect to it; if the device is a client, it means that connections with
any server will succeed. It is strongly suggested that this option be disabled by default,
and that the device be in alarm mode for as long as this option is enabled.

e Accept all certificates that have been signed by one or more configured
may have their own CA (either integrated with the server or separatcgus
certificates signed by this private CA will be accepted. Alternati i y be
configured to accept certificates signed by public CAs. This
of authentication without too much configuration burden.
making this option the default to ease initial setup.

o If this option is provided, implementers are e the means to
create a blacklist in the device — in other w ificates signed by
this CA except the ones in this list”. This address ¢ casc where a remote
device is no longer trusted.

The user

tions from remote devices
t not this list will be rejected. If

certificates in that list are allowed to
presenting certificates signed by the

client, this will be a list of t bt 1 d to connect to. If a remote device is no
longer trusted, its certific moygd from the list.

In order to imple [ i or a blacklist, the device needs to use one of the

certificate fiel i ing entry for deciding whether or not the certificate is in the list
(either white i gested that the Common Name (CN) field be used.

A.5 Requests

As ind18 a device may need to present a valid certificate to the remote endpoint for

the connec ficceed. This certificate may be obtained in the following two ways:

1. The remote endpoint (typically a server) generates a full set of credentials for the device,
which includes both the certificate and the private key. This set of credentials, possibly
protected by a passphrase to keep the key secret, is then provided to the device.
or

2. The device generates a private key by itself. This key will never leave the device for
security reasons. After generating the key, the device generates a Certificate Signing
Request that can be sent as a file to the remote endpoint for signing by whatever CA is
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acceptable to it. The remote endpoint then generates a certificate chain that that is
returned to the device. This certificate chain does not include the private key and does
not need to be kept secret.

Implementers are encouraged to provide enough functionality to support both cases described
above.

A.6 Certificate and Key File Formats
In order to foster interoperability, it is important that the devices from different i
agree on file formats. Devices may need to be configured with a list of one

provided with all the information required — i.e., the
if needed. When using the PEM format, these can be s
not assume any particular order for these ite

enated. The device should

VOOGEwJVUzELMAKGAL gNVBAcCTB1INhbkpvc2UxFzAVBgNVBAOT

(certificate c
gQBAYeJpSnoKWk, 8ee9AZ/swYiES2+ehy/d4EGofuH4K+SFIx9fpH1
zg507vBRNwi ' hsptW3Hv5rkFy0/nkg/uYKewOu600k1XEM7LbRiOumf

cGA5sNCol 1f19sQPsvXhjjAuFqoPGNOF/Wg==

BUsETpWaKtebcnUuIaMCQQDUCipcuTEu9ITBf1uK9IBNB2KQlweF4q4pT2IjdFBEA
glFDr1IgP720Qodz54Xw+aWH314pMofAKcalplHCL691

As indicated in the example, each element starts with five dashes and the word BEGIN, followed
by the type of the element, followed by another five dashes. The element ends the same way:
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five dashes, followed by the word END, followed by the same element type, followed by another
five dashes.
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Appendix B PSK Key Generation Example (Informative)

This appendix provides one example of 128-bit and 256-bit AES keys generated from a known
passphrase and nonce. It is provided to allow implementations to be checked against known
values.

The inputs are:

e Passphrase: Reliable Internet Stream Transport
e Nonce: 0x52495354

Figure 12 shows the packet received from the network with the above nog

+—t—F—F+—+—+—F—t+—t—F—F—+—Ft—F—t—t—F—F -+t —+—+—+—
[0l 11]11] ReservedO | Ver |
t—t—t—t =ttt —F—F—F—F—F—F—t—t—t—t—t—F—F—+—+—
| 0x52 | 0x49 |
+—t—F—t—t—F—F—t—t—F—t—t—F—F—+—F+—F—+—+—+— F—t—t—t—+

| Sequence
T

Figure 12: Sampl

Using the PBKDF2 hashing algorithm s
from this input:

e 128 bitkey: 1c2b0cfcogme 977047

e 256 bitkey: 1c2bo 1297704718bf£7£4052743001a9b7ebb51ccIflc

The following Python : ¥ generate the keys:

import hashlib

bytes.fromhe 24, 16)
print("Degd i =, key.hex())

ac("sha256", b'Reliable Internet Stream Transport',
4'), 1024, 32)
) bit key:", key.hex())
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Appendix C Supporting Multiple Clients Using the Same Server UDP

Port (Informative)
A RIST Main Profile server may offer the option of supporting multiple clients connected to the
same UDP port. From a traffic standpoint, the server can differentiate the packets from the
various clients by using the combination of the source IP address and source UDP port in the
packet. Simple application examples for this use case are:

e Multiple reporters in the field, each equipped with an encoder, sending liggvideo content
back to the newsroom. Having a single UDP port open to receive all comn¥glcation at
the newsroom simplifies the setup of the encoders. ‘

There are situations where it becomes necessary to uniquely identg r to either
send specific content to it, or to direct the content coming fro cciver. One
example would be a situation where there are multiple fee ilable ¢, and when a
client connects, the “correct” feed needs to be sent to it.

e Multiple decoders connecting to an encoder to receive live video.

The following RIST Main Profile mechanisms are av niquety identify the clients:

1. If DTLS is used with certificates, the
they present to the server (see the dis

ay be identified by the certificates
dix A). It is suggested that the

must ensu Wesses in the keep-alive messages are unique.
ntiated using the inner (tunnel) IP address. In this mode, addresses

b keep-alive messages defined in Section 5.5.3 are used, and the message has
BON payload as described in Section 5.5.4, the server can inspect the
unnelIP element to find the client’s tunnel IP address.
b. If the server and clients are using the Full Datagram Mode defined in Section
5.2.1, the inner (tunnel) IP address can be read from the incoming encapsulated
packets. Note that, in this case, the client cannot be identified until it sends its
first encapsulated IP packet.
5. Ifthe server and clients are using the Reduced Overhead Mode defined in Section 5.2.2,
the source UDP port in the reduced UDP header shown in Figure 3 can be used to

2020-03-24 40 VSF TR-06-2
@) ov-no



differentiate clients. In this mode, ports are assigned a-priori by static configuration and
are known to the server and clients. Note that, in this case, the client cannot be identified
until it sends its first encapsulated IP packet.

If possible, the preferred way to identify the clients should be options 1 or 2 above. Options 3, 4,
and 5 do not require the use of DTLS and are available to clients without encryption support.
Option 5 should only be used as the last possible resort, if no other options are available.

4
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